Omni Network Diagnostic

This guide will cover what to do if you are unable to control your Omni system via the OmniLogic app. In
most cases the app will display a red banner at the top of the screen, the message within the banner will
indicate where the connection problem is occurring.

This guide covers:

* How to troubleshoot each of the 3 connectivity red banner error messages

* How to get to the network diagnostic screen

* How to get your MSP ID and verify what firmware is installed on your Omni

* How to upgrade your Omni’s firmware

* How to connect to a Wi-Fi network

« Information on how to diagnose connection problems using the network diagnostic tool
+ What to do if you need additional help diagnosing a connection problem

Understanding the red banner messaqge:

* When there is no internet connection on the device the app will display “You are offline”
« Gotopage 2

* When the Omni server is down the app will display “Server not available. Please try again later”
« Gotopage3

*  When the Omni Controller is offline the app will display “Omni controller lost connection to router”
« Gotopage4
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What to do when receiving the error “You are offline”

The “You are offline” error message indicates that your device( smartphone/iPad ) you are using is not
connected to the internet.

To fix this, try the following:

» Verify that your device is online.
« Ensure that your device is not in airplane mode.

« If using Wi-Fi, turn it off and try using the cell network.
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What to do when receiving the error “Server not available. Please try again
later”

The “Server not available. Please try again later”’ error message indicates that there is a problem with the
Omni web server. This is an issue on Hayward’s end.

* Web server issues are rare and if they occur, they are usually resolved quickly.
* If you receive this message and would like a status update of our web server, email

customerappsupport@hayward.com for an update.
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What to do when receiving the error “Omni controller lost connection to
router”
The “Omni controller lost connection to router” error message indicates that there is a problem with the
communication between your Omni controller and router.

The rest of this quide will cover how to troubleshoot this issue:
» First, make sure the Omni controller is powered on.

» If the control unit is powered on, we recommend that you update the firmware of your Omni controller.
Updating the firmware requires being at the pool pad. The latest firmware has improved network
connectivity and we encourage running the latest firmware. We suggest that you use a Pool
Professional to upgrade your system, as this may involve removing the Omni's protective cover. If you
would like to perform the firmware upgrade yourself, there are instructions on how to do this on pages
5-12

» If you already have the latest firmware or unable to connect to your router after upgrading the
firmware, use the network diagnostic tool to help determine the cause of the problem. This is covered
on pages 15-18

* In some cases the problem may be that the Wi-Fi signal from the router is not strong enough to allow
for a consistent connection. To correct this you may have to install a Wi-Fi signal booster or wire the
Omni directly to your router.
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Upgrading the Omni firmware

How to upgrade your Omni controller’s firmware information

Page 5

IMPORTANT: Before you upgrade the firmware, check to see what version of the firmware you
currently have installed( shown on page 6).

As of April 2020, the latest version of the firmware is R3.2.0-b35953.

If you're already running the latest firmware skip to page 15 in this guide to learn how to diagnose the
connection problem.

A USB drive is required to upgrade the firmware of the Omni controller.

The MSP firmware can be downloaded from https://www.hayward-pool.com/shop/en/pools/support-

center-in-ground-products?category=Automation&product=0OmniLogic&sku=HLBASE&tab=4

Do not place the upgrade file in a folder on the USB drive

Ensure the upgrade file does not have an extension added. (pages 7-10 cover how to remove the file
extension)

When ready to upgrade the firmware, insert the USB drive it into the USB port of the Omni controller.
(pages 11 &12)
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How to verify your MSPID and Firmware
IMPORTANT: Before you upgrade the firmware, check to see what version of the firmware you have
currently installed. As of April 2020, the latest version of the MSP firmware is R3.2.0-b35953.

* From the Omni controller do the following to get to the system info screen:

config wizard
) )

display

msp id: 59340

component HUA version

MSP 05-42-05-82-62 R.32.0-b35953

system info network
| LA | FE—
backup date/time
WO, USSR i O —

| NSy S ——

restore language

1. Press “config” 2. Press “system info” 3. System info screen:

Your system’s msp id

.
msp id: 59340 Your current firmware
| component HUA version version

MSP 05-42-05-82-62 R.32.0-b35953

The component
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Upgrading the Omni firmware

How to remove the .txt file extension from the upgrade file

» After downloading the firmware from the Hayward’s website check to see if a file extension was added.

« Any extension added to the firmware file must be removed for the Omni controller to be able to read the
file.

« To remove the extension you must rename the file (shown below).

g v - L2
b :
* e < > Computer » KINGSTON (€)

Organize = Share with = Burn Mew folder
=
Favorites MName Date modified Type Size
B Deskiop MSP_AR_RO302000.txt 4/372020 1:00 PM Text Document 4,984 KB

¢ Downloads

= Recent Places

o Libraries

*. Documents

& Music The extension .txt must be

S, Pictures removed.
B videos

& Computer
& Local Disk (C:)
e CD Drive (Dx)
e KINGSTON (E:)
& f-drive (\hri-file) (F:)

& Network
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Upgrading the Omni firmware

How to remove the .txt file extension from the upgrade file

* Right-click on the file and press “Rename”

(- ~ [
<l®

Organize v «] Open ~ Print Burn New folder
Favorites Name Date modified Type Size
I Desktop MSP_AR_R0302000.xt 4/3/2020 1:00 PM Text Document 4,984 K8
4 Downloads Open
<» Recent Places Print
Edit Right-click on the
. : . Open with ) 3
-7 Libraries P file and press
WS U Scan for threats... “Rename”
4. Music ® Scan with Malwarebytes
. Pictures Send to Y
8 videos
Cut
Copy
& Computer
Local Disk (C) Create shortcut
& LOcY 7 s Delete
«w CD Drive (D) Rename
« KINGSTON (E2) 5
: Properties
& f-drive (\\hri-file) (F:)
& Network
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Upgrading the Omni firmware

How to remove the .txt file extension from the upgrade file

Page 9

Select .txt and remove it.

'@' « » Computer » KINGSTON (E:)

Organize ~ «/) Open ~

. Favorites
B Desktop
Js Downloads

<» Recent Places

. Libraries
", Documents
<. Music
&, Pictures
8 videos

& Computer
& Local Disk (C:)
«we> CD Drive (D)
« KINGSTON (E:)
& f-drive (\\hri-file) (F:)

@& Network

Print Burn New folder

Name

MSP_AR_R030200054

-

Date modified Type

4/3/2020 1:00 PM Text Document

Select the extension .txt and
remove it.

Size

4,984 KB
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Upgrading the Omni firmware

How to remove the .txt file extension from the upgrade file

Page 10

When ready, insert the USB drive it into the USB port of the Omni controller.

Pages 11 & 12 will demonstrate how to complete the upgrade from the Omni controller.

@@-1_, » Computer » KINGSTON (E)

Organize ~ Open Burn New folder

. Favorites Name
B Desktop

}# Downloads

MSP_AR_R0302000

<» Recent Places

. Libraries
', Documents
4. Music
~. Pictures
8 videos

& Computer
& Local Disk (C:)
« CD Drive (Dy)
«» KINGSTON (E2)
& f-drive (\hri-file) (F:)

& Network

»
Date modified Type

4/3/2020 1:00 PM File

AN

Complete. The file is now ready to
upgrade the controller.

Size

4,984 KB
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Upgrading the Omni firmware

With the USB drive inserted, perform the following from the Omni controller’s screen

Service Mode should be used by qualified
person only. Damage can be done to
equipment, health or life while in Service
Mode.

ol O & %

N\ Are you sure you want to enable Service

S Mode now?

service features simple
shut down

mode off mode

1. Press the power button icon. 2. Press “service mode”

Select Device

select file

Component HUA Current Version
MSP 05-42-05-82-81 R.3.0.0

Smart Relay 90-41-03-c9-14 R 3.0.0

Smart Relay 90-41-03-75-75 R 3.0.0

Smart 10 Board a0-41-03-bc-66 B 220

recovery

4. Press “upgrade”. Note: you 5. Select “MSP” then press the 6. Press “USB/”
may have to scroll down to find checkmark to continue.
it.

Continues on the next page.
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Upgrading the Omni firmware

Follow the instructions below to complete upgrade of the Omni firmware:

=y select file ' Ready To Upgrade
A

Success. Ready To Restart

MSP_AR_R030 1000 Component Firmware File
MSP MSP_AR_RO030 1000

Component Firmware File
MSP MSP_AR_RO30 1000

7. Select the upgrade file, then 8. Press the checkmark to begin 9. Press the checkmark to
press the checkmark to the firmware upgrade. complete the upgrade and
continue. restart the controller.

« The MSP upgrade is now complete, now try connecting to your Wi-Fi network. The next two pages
demonstrate how to connect to a Wi-Fi network.
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Connecting to a Wi-Fi network

To connect to a Wi-Fi network perform the following from the Omni controller:

1. Press “config” 2. Press “network” 3. Press “setup wifi”

2345678 |

Ta Netgex 1981

1 || 2
[ —)
Please enter [Netgedl 1981] network password f_‘\'_'"_'T_"_' U —
0. X It = .

76 NETGEAR_ORSI_hidden27

T8 NewAppke

—_—_—m_—

+ & NEXTGEN_BRIOGE_TEST2

4. Select your Wi-Fi network 5. Press the checkmark 6. Enter your network
password, then press the
checkmark

Continues on the next page:
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Connecting to a Wi-Fi network

To connect to a Wi-Fi network perform the following from the Omni controller:

Status: Ready to attempt to connect to wireless

B o WiFi configuration in process, please wait Configuration success!
WOrk

[(x [ «] S

7. Press the checkmark 8. Configuration can take up to 9. Press the checkmark to
5 minutes complete.

« If the connection is successful and your able to use the Omni app, no further action is needed.

» If the connection was not successful or it was but you are still unable to control your system from the
Omni app, continue on in this guide for help with diagnosing the problem.
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Omni Network Diagnostic Screen

How to get to the network diagnostic screen: From the Omni controller do the following

j config wizard display
A e
system info network

]
O
; 4 F themes alarm r_w (—'1
backup date/time
)] ———

% restore language
)
’

1. Press “config” 2. Press “network”

switch network c) |

SSID: Netgear 1981 change password
A MA——

Ext. Antenna: connected

Ext. Antenna: v1.5.1 [—]
network properties
PR AL A==

Signal Strength: 100%

Verifying Metlink
Verifying Metwork Address

Verifying Network Connection

Verifying DMS

Verifying Internet Connection

diagnostic
| I — |

3. Press “diagnostic” ‘NETWORK diagnostic” screen
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Omni Network Diagnostic

Network Diagnostic Screen: How to read the diagnostic screen.

OmniLogic

(6]

Verifuing Metlink

Verifying Network Address
Verifying Network Connection
Verifying DNS

Verifying Internet Connection

OmniHub

(6]

Verifying Metlink

Verifying Network Address
Verifying Metwork Connection
Verifying DNS

Verifying Intemet Connection

» SSID: When connected to your Wi-Fi network,
the name of your network will display here.

+ Ext. Antenna: Will display “connected” when the
EnGenius antenna is connected to a router.

» Ext. Antenna: This will display the firmware of
the EnGenius antenna.

» Signal Strength: Will display the strength of the
Wi-Fi connection.

* Mode: Displays connection type either dynamic
or static

* Local IP: The IP address of the Omni

 Gateway: The router’s IP address

SSID: When connected to your Wi-Fi network,
the name of your network will display here.
WiFi: Will display “connected” when the
OmniHub is connected to a router.

Signal Strength: Will display the strength of the
Wi-Fi connection.

Mode: Displays connection type either dynamic
or static

Local IP: The IP address of the Omni

Gateway: The router’s IP address

Page 16
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Omni Network Diagnostic

Network Diagnostic Screen
Upon entering the diagnostic screen the Omni will begin to perform a diagnostic of your connection.

L6 (6] 0 |

Verifying Netlink 55 Verifying Metlink S5ID: 8 Verifying Metlink

Verifying Network Address ) A Verifying Network Address . A - Verifying Network Address
Verifying Network Connection Signal Strengthy Verifying Network Connection igna . erifying Network Connection
Verifying DNS Mode: d Verifying DNS viode: Verifying DNS

Verifying Internet Connection Verifying Internet Connection . y Verifying Internet Connection

Verifying Netlink: The antenna Verifying Network Address: The Verifying Network connection:

IS not connected to your router router may not be providing an Your router’s firewall maybe

or the OmniHub is not IP address. preventing the router from

communicating with the router. answering ping or you're

What to do: Verify that the attempting to connect to a guest

What to do: Ensure that the router has DHCP enabled. If so, network.

password was typed correctly. or if you’re unable to connect try

Attempt connecting to your using a Static IP address.* What to do: You may have to

router again and re-enter the adjust your router’s firewall

password. settings to allow ping.* If using
a guest network switch to a
non-guest network.

*You may need to contact your internet service provider or an IT professional for assistance with making
changes to your routers settings.
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Omni Network Diagnostic

Network Diagnostic Screen
Upon entering the diagnostic screen the Omni will begin to perform a diagnostic of your connection.

L6 (6] 0 ]

Verifying Netlink 55 Verifying Netlink S5 Verifying Netlink
Verifying Network Address . i Verifying Network Address o Verifying Network Address

Signal Strengthy Verifying Network Connection igna £ Verifying Network Connection

Verifying Network Connection
Verifying DNS Mode: d Verifying DNS Viode: d \erifying DNS

Verifying Internet Connection Verifying Internet Connection S .-.. Verifying Internet Connection
53 >

Verifyiny DNS: The router Verifying Internet Connection: No visible error message: You
firewall is blocking ping or the The router may not be may not be using the correct
router is not connected to the connected to the internet, or the account login on your mobile
internet. firewall is blocking ping. device, or the router’s firewall is
blocking UDP Port 5858.
What to do: Verify that the What to do: Verify that the
router is connected to the router is connected to the What to do: Verify that you are
internet. If connected, adjust internet. If connected, adjust using the correct login. If so,
your router’s firewall settings to your router’s firewall settings to use port triggering or port
allow ping.* allow ping.* forwarding in your router’s
settings to open UDP Port
5858.*

*You may need to contact your internet service provider or an IT professional for assistance with making
changes to your routers settings.
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Omni Network Diagnostic

For additional assistance:

If you are still unable to connect and would like us to help diagnose the problem further, we will need you

to do the following.

» (o to the network diagnostic screen

» Take note at which step of the diagnostic failed and what was the specific error message received
when it failed.

*  Verify your MSP ID, from the Omni controller press “config”, then “system info”, the MSP ID is
displayed at the top of the screen. (page 6)

Email a brief description the problem along with
* The step at which the diagnostic failed

* The specific error message

* And your MSP ID

To customerappsupport@hayward.com. Someone will respond within 24-48 hours.
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